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_ _ _ Project Objective A | | |
The creation of the Cyber-Physical Systems Security Lab under the Electrical : : | begin with creating a login page wnt_h F_Iutter in Android Studio
and Computer Engineering Department at FIU, spearheaded by Professor Our project was centered on creating an involves a multi-step process. Started with installing Flutter and Dart,
Selcuk Uluagac. This specialized lab has amassed a considerable collection of Inventory Management System and a website ensuring the setup of Android Studio with the required plugins. Design
smart devices over time, becoming an invaluable resource for both students that would specifically tailored for the Students and or Research Associates for the login page's user interface using Flutter widgets like Scaffold,
o - - : checking in and checking out Internet Of Things Devices . Our focus and aim was to  TextFormField, and FlatButton, and implement state management to
and research associates. T_hls hands-on approach m_creatlng the inventory A 9 g : handle user input and form validation. Integrate authentication, we
t svstem h 0 t £h | thod develop a intuitive and efficient application serving as the central control for the lab o
MATIGZEITIENL SYSTE s IV WAy 16 L U8 01 DTy, 1685 SEUUTE TETIOES: 11 o nd will increase productivity in the lab. The project involved a lot of integrating AP Chose L0 LSe s cation metnod, and
such as manually updated Excel spreadsheets. While functional, these hackends. Utilizing SOL for the datah ¢ dosigni P implement the logic to verify user credentials. Which this was set up
methods are not without drawbacks, primarily concerning the security of the ACKENUS Q - 10F The database Managetrerit, GesigiIgS . with our SQL database. As will establish navigation between the login
data and the accuracy of the inventory records. These issues have website mlterfac_:e_a_nd a Innovating mobile application. \We utilized open-source nage and to our other pages which include the Check-in and Checkout
understandably led to technologies’ flexibility and collaborative potential to construct a secure, robust, and & 10T Inventory System page. Redirecting students upon successful
considerable difficulties in managing an accurate and reliable inventory accessible platform. Emphasizing adherence to industry-accepted practices login. Implement robust error handling for failed login attempts and
indicating a clear need for a more sophisticated and secure solution for’ throughout the development process, our objective was to surpass expectations in prioritize security measures, such as ensuring secure transmission of
students or research associates to check out loT devices ’ terms of security, reliability, and usability within an academic research setting user credentials through HTTPS.
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Individual Contribution SUMMARY
My primary contributions were instrumental in establishing secure user Our project was partially successfully developed an initial prototype
auther)tlcatlorl anczl developing the frontend |09|_n Pt LN F|U'ft(_9r_|n for the Inventory Management System of the CyberPhysical Systems Security
Android Studio. | implemented a robust authentication system utilizing Lab. Our prototype includes a Python-based API backend, a well-structured
JSON Web Tokens (JWT) on the server side, employing Python to

SQL server, and an Android mobile application. While this prototype
generate and handle these tokens securely. Additionally, | played a pivotal Incorporates most of the desired functionalities, we have plans for future

role in organizing and managing the inventory of 10T devices within the ~ enhancements. These enhancements will involve integrating NFC scanning to FTirS JoRIAYCL sestase s Tokn ns expired SRR
lab, contributing to the establishment of a comprehensive inventory enhance user Interaction and implementing SSL encryption for improved Pmm—
management system. Furthermore, | assisted in the implementation of the system sec_:u_rlty. The SSL e_ncryptlon_c_ould be famhtatec_j by either utilizing an T VARNING: This is a development
: — : . FIU certificate or a self-signed certificate from a Public Key Infrastructure
SQL database, actlvel_y p_art|C|pat|ng In the creation of tal_ales essential for (PKI). These planned upgrades aim to further refine and bolster the
the proper functioning of the database. These combined efforts security of the system. In the future , separating the feature of the website
underscore my versatile contributions to both the frontend and backend where it will show a detailed graph on which devices where check-out and
aspects of the project, ensuring a seamless and secure user experience

check-in and also show which students have which devices from the Lab that
while enhancing the functionality of the IoT device inventory way It will facilitate Professor Selcuk devices inventory and incorporate FIU

management system. two-factor authentication with that way they can login with their students
credentials
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